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Abstract
Rapid development of information technologies, evident during the last several years, has created favorable conditions for improvement of all aspects of human activity. Every government represents a complex, all-encompassing system, composed out of a number of hierarchically ordered organs that communicate between themselves and with other entities – citizens, private organizations, companies, foreign institutions, etc. This system represents a fertile ground for implementation of said technologies.

While a number of papers suggests measures targeting improvement of existing processes and introduction of new ones, based on paradigms established by modern communication technologies, others focus their efforts on problems typical for environments that experience rapid introduction of new technologies without a general plan – problems relating to the standardization of protocols, processes, data, integration of diverse systems and centralization of services. An ideal solution would most likely require centralization of service provision in a single spot, not physically, but through a standardized interface that would serve as a primary point of access. Although a number of governments are currently developing such solutions and attempting to reduce the number of necessary interactions with service consumers to the absolute minimum, it is still a significant leap forward that will require a number of transitional steps and solving certain technical and social problems. Technical problems most considered in the domain of G2C and e-government include citizen identification and data security, while social problems include the questions of technology acceptance and citizen education.
The topic of this paper is NFC (Near Field Communication) technology for short distance wireless communication in the context of its capability to improve existing, traditional government processes. Certain alternatives during the transition from traditional government forms to e-government are considered. NFC technologies stem from existing RFID technology and are currently in a mature state. Further development of NFC applications is expected with a number of current and upcoming NFC-capable Android phones. This work will analyze characteristics, capabilities and classes of problems that can be solved by these technologies and, on the opposite side, the needs of e-government and possibilities for implementation of said technologies in existing processes. NFC technologies are considered not individually, but as a part of a wider technological landscape, with a special focus on their integration with mobile technologies and Internet. This integration is of special interest because it allows users to replace a number of items like cards, personal identification documents, other documents, relevant in interactions with government, with their cell phones.
Special attention was given to interactions between government and citizens for their frequency and large scale and impact on citizen satisfaction thanks to a large number of users. A review of NFC use in e-government and other, similar contexts where solutions and best practices can be transferred is given. Based on this review, a model for use of NFC technology in e-government of Serbia was given, along with methods and guidelines for implementation.
1. Introduction

The functioning of the modern society is heavily dependent on the information and communication technologies. Actions taken by individuals and organizations in physical world are mirrored by rich flows of information in the virtual domain. Information can take many forms and be used in many different contexts, subject to different technical and business constraints. This reality has engendered many different, seemingly competitive technologies and models of communication that have found specific domains of use.
Governments have traditionally been slow to experiment with new technologies for interacting with citizens. By nature, all citizens of a single country represent an inherently diverse group, and any changes to existing routines should start as being optional, gradual, and accompanied by processes of educating the citizens. Internet has already provided many incentives and spatially and temporally simplified interactions in all areas of human activity, but at the cost of imposing a higher cognitive load on the users. There is clearly room for technologies that would reduce this load. NFC technology, with its “touch” paradigm, reduces interactions to a level familiar to users, based around physical manipulations of objects. An NFC-capable device can replace many physicals objects like keys, cards, tickets, coupons and vouchers, pamphlets, and documents. This is a good fit for the needs of government institutions where simple, efficient interactions with citizens on a large scale can provide great benefits to both parties.
The subject of this paper are the possibilities of applying NFC technology in e-Government in order to improve the existing processes and interactions with citizens. The main goal was to define a flexible model of applying NFC and other complementary technologies in Serbian local e-Government. The model is based on an analysis of NFC capabilities in diverse contexts and adjusted to the constraints and possibilities provided by the social and technological environment in Serbia. The model identifies some basic technologies that should complement NFC and possibilities for integration into existing systems. Some general remarks and recommendations considering implementation are briefly mentioned, opening up possibilities for more technical future works.
2. NFC technology and applications

Near Field Communication technology encompasses a set of standards for communication over very small distances. NFC is built on the existing Radio-Frequency Identification (RFID) standards, sharing the same basic principles of functioning. These technologies are based around tracking, identifying, reading from, and writing to miniature information-carrying chips called “tags”. General areas of application of these tags are diverse and include access management, tracking of goods, persons, and animals, contactless payment, and sensor networks, with many new areas still being explored.

NFC adjusts and improves some of the parameters of RFID and is used for similar purposes. The basic principle is the same – communication is performed between an “initiator” and a “target”, target usually being a passive tag in the form of a sticker, powered simply by the presence of an electromagnetic field generated by the initiator. Unlike RFID, NFC is specifically configured to work on very small distances, usually smaller than 10 centimeters. This makes NFC suitable for crowded areas and makes it almost impossible to establish a connection accidentally. A simple touch of two devices or a device and a tag can then initiate an action like sending a message, downloading content, controlling devices in the environment, performing a payment, etc. Short range of communication increases safety and connections are established much faster than with Bluetooth and other similar technologies since the user needs not perform any configuration and identification of devices. 

NFC has found many applications, most of them previously being implemented through RFID technology. In many cases, NFC only replaces or augments other, existing technologies. One technology often used in similar situations are Quick Response (QR) barcodes which can also be used to tag objects (posters, products in stores, documents, etc.) in environment. When combined with other technologies, networks, sensors, remote processors, and information displays, NFC can play a large role in execution of many different Ambient intelligence scenarios (Ducatel et al., 2001). Ambient intelligence denotes intelligent electronic environments where users interact in a natural way with network-connected information and intelligence. These environments attempt to expose only the interface to the users, hiding the underlying technology and complexity from view. NFC and its “touching paradigm” allow for creation of intuitive interfaces through use of “touch tags” that are used to initiate actions and interact with the environment (Borrego-Jaraba et al., 2011). When properly used and combined with intelligent mobile applications, touch points can simplify and automate otherwise complex processes. However, tags need to be carefully designed to attract attention, and augmented with visual elements explaining the method of their use and the action that will be triggered upon performing a touch. They can be combined with speakers and wall displays to provide feedback to the users (Pyykkönen et al., 2012).
Ticketing is one area where NFC has been widely accepted for numerous benefits it offers to both the consumers and the system operators. NFC can be used for any system that features ticket-based access rights: public transportation, cinemas, concerts, museums, conferences, sports events, amusement parks, airports, etc. Unlike NFC devices, paper tickets can wear out or get lost easily; if user possesses adequate applications, a NFC cell phone can replace any number of tickets or payment cards. Tickets can also be obtained electronically, on spot through NFC, or by using Internet at any moment to download them to the phone.

Performing payments using mobile phones has been tested in several forms, using SMS messages (Harb et al., 2008), RFID in combination with GPRS (Liu et al., 2006), and other methods. Increased capabilities of modern smartphones enable modalities of use inherent to Internet capable devices, allowing users to perform remote payments at any place and any time. Still, these methods are usually more complicated for use on small screens and are detached from context. Phones are less popular for payment purposes than smart card technologies (Ondrus and Pigneur, 2007). NFC represents an integration of these technologies into mobile phones, engendering a synergy effect. Proximity payment technologies like NFC enable simple, on-spot payment to be performed by a single touch. NFC-based payments function similar to ticketing, replacing credit and debit cards. Contactless technologies are more efficient and faster than cash transactions, while being more durable than similar contact-based technologies. The NFC technology is very flexible since smartphones can support any number of different applications, and is scalable in terms of network (Ondrus and Pigneur, 2008). Existing payment sites using compatible technologies can be used with phones as well as with appropriate plastic cards. With payment process functioning identically to traditional card-based processes, and reusable existing technology, NFC payments systems have already been tested and implemented in many places. Payment account information is kept safe by encrypting and storing data into a secure component in the phone.
An example of a government-related NFC-based payments is the “Touch’n’PAy” system, a part of a three-year project called StoLPaN (Store Logistics and Payment with NFC). This system allows citizens to pay taxes by touching tags placed at post offices and similar locations, after registering with the government. The goal of this system is to allow easy payments and reduce queues at Italian public offices (Ceipidor et al., 2008).
Objects that contain readable NFC tags intended for general public are called Smart Posters and can take several forms – posters, billboards, magazine pages, three dimensional objects, etc. These posters can provide context or location specific information to users, usually in the form of links to specific Internet pages. A common use is in marketing for provision of additional information about a featured product, or for offering special discounts and coupons. More complex systems can provide even more relevant information based on the users previous interactions with the system, for instance by checking tickets or coupons already stored in the user’s phone. Indoor and outdoor posters can also be used to facilitate tourism by placing them at the locations of tourist attractions (Borrego-Jaraba et al., 2011). These posters can contain a detailed description of their location and references to other nearby locations of interest, along with maps for navigation.
One simple use of NFC is to allow a device to connect automatically to a Wi-Fi network or to pair up with another device using Bluetooth. All connection settings are configured automatically by simply tapping a tag or another NFC-capable device. This provides the users with the best of both worlds – quick and easy connecting is provided by NFC, and other technologies provide a higher speed and range.

There are a number of less prominent, but interesting areas of application of NFC technologies. Hotels can send hotel rooms “keys” to their customers at the moment they make an online reservation, eliminating the check-in phase. NFC passive tags are cheap enough to allow tagging some types of products like medications with important information about their use. Applications can read out aloud the content of the tag using synthesized voice to assist persons with impaired vision. Since passive NFC tags are very cheap, some researchers explore the possibilities of building more complex NFC-based interfaces and the methods of interaction with them (Broll et al., 2011). NFC tags are often used to enrich physical locations or objects with virtual information. One research has attempted to use an existing infrastructure of passive NFC tags to build a wiki system for describing locations. The users can touch any tag, access its article if it exists, or create a new one if it does not. This system applies both NFC concepts (enriching objects with information) and concepts of wiki pages, where anyone can collaborate by editing articles or even adding new tags to the system (Siira et al., 2009). 
An analysis of relevant research papers that was performed for this work has revealed a significant lack of works describing uses of NFC in e-Government. The reason for this might be that the technology itself has not matured enough to be implemented in such, more stable environments. Still, almost all of the uses of NFC explored in other areas are applicable to the context of e-Government, and can augment the interactions of government with citizens. With many new NFC-capable devices becoming available lately, this area should be further explored and solutions developed to be ready for when such technologies become ubiquitous.
3. An assessment of Serbian E-Government
E-government implies digital interactions with citizens, businesses and other governments. The scope of these interactions can vary greatly, and models of e-government maturity can be defined. Even e-Governments that are on same level of maturity can employ different models and implement different technologies to achieve same effect. In order to define a model of NFC use that would be applicable to a specific, Serbian, e-government, it is first necessary to conduct a general assessment of its current level and the possibilities for injecting new technologies and improving on the existing ones. For this purpose, a model of maturity of e-Governments in context of applying NFC and related technologies shall be defined.
To define a model of e-Government maturity, extreme points must be defined. On one end is the typical, traditional, non e-Government where all processes are performed without the help of electronic devices. The other extreme would encompass a complete digitalization and virtualization of all government processes. Maturity can be plotted along a simple line where most governments could be represented by a point somewhere in between two extremes. However, when considering the interactions with the citizens, two dimensions of digitalization can be observed. The first dimension would correspond to the possibility of citizens completing interactions with government from a distance (virtually), without the need to be personally present in government institutions. The other dimension relates to the form of document streams between government and citizens. The documents could potentially take either physical or digital form or even change it at any point during their existence. A corresponding two-dimensional model is shown in Figure 1. 
[image: image1.png]Virtual

Document
format

Physical

Online viewing of bills e
(electricity, water, taxes...)

i
I
|
i
i
!

Applying for/and online
| viewing of bills e
i

N
3)

Bluetooth

Issuing a driver’s Ordering a birth
e licence certificate o

Physical Virtual
v Personal

presence





Figure 1. Model of e-Government maturity with respect to the document format and need for personal presence
One additional element is often present in citizen-government interactions – payments. The method of performing payments could form another dimension of this model. Payments are a part of a wider context when considering e-Government. Government laws and regulations strongly influence the financial system, but in context of this work, payments themselves are performed independently of the government, through banks, and therefore represent a separate problem. Still, they should be considered at some level since some government institutions in Serbia contain counters where such payments can be made. Payments can then be considered as a part of the service provided by the government that also influences citizen satisfaction. To simplify the model, resulting invoices can be considered a part of the “document format” dimension. Payments are also an area where NFC technology is much more prevalent and many solutions already exist, allowing us to easily apply best practice.
Internal processes of e-Government will not be taken into consideration in this paper. Although digital channels of communication have replaced many of the paper streams within e-Government, citizens still have to deal with their final output in paper form. In order to improve on these processes, a more detailed analysis or, at the very least, an assistance from a domain expert would be required. NFC is not a suitable technology for improving infrastructure backbones and communication streams of large volume.

The presented model could be used to describe e-Government at several levels of detail. Atomic, document related processes can be represented as dots in this model, and can occupy one of four different, discrete positions corresponding to the edges of the model. Three such cases from Serbian government practices are shown in Figure 2 as black dots. First example is the process of issuing a driver’s license which includes personally handing over specific (paper) documents and receiving a license. The second example is the process of ordering and obtaining a birth certificate using a government site. This process does not require personal presence, but the documents are still physical and received by mail. Finally, online viewing of bills or taxes is fully virtual – it is performed over Internet and all information is provided on appropriate web pages. 
The virtual scenario is the most ideal since it requires least effort from the citizens, and e-Government itself implies a movement of all processes and documents towards this state. Although some processes have reached this state, they are small in number and generally simple (viewing of information). Even processes that initially appear to be fully virtual are not when a wider context is considered. In the case of online viewing of bills, the citizen often has first to obtain a right to access such information using more traditional, physical means. In previous figure, this larger process is shown with a blue dot, and represents a second class of concepts that can be classified using this model. Stated simply, aggregate processes can have can have many both physical and virtual elements and can be positioned anywhere on the model depending on their composition.

Finally, the entire e-Government, whether local, regional or national, can be shown on the same model by aggregating all of its processes. Since this model is not the main topic of this paper, no specific metrics are given for classification of processes and governments. Based on the model, we can perform a simple assessment of local e-Government in Serbia by sorting its citizen services into groups. For the assessment, the information available on the web site of Belgrade municipality of Čukarica was used (Figure 2):
· Services that require physical documents and physical presence – the largest group by far, containing 106 services.  
· Physical documents, virtual presence – only four documents can be ordered virtually, but require additional payment for delivery. 
· Virtual documents, virtual presence – no virtual documents were available at the site; however, the site itself offers a lot of general information about the services, events, related institutions, and functioning of the municipal government. Links to a number of printable forms were also provided.
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Figure 2. Website of Belgrade municipality of Čukarica
According to the results, most of the services targeting individual citizens are still offered in their traditional form. Documents that can be ordered over the Internet incur additional costs on citizens, thus discouraging their usage. For modern technologies to be widely accepted and to replace existing processes in e-Government, there should be no trade-offs to their use. Finally, although there were no fully virtual services targeting individual citizens, the general information content of the site was at a satisfactory level, and links were provided to local and regional public companies where some (Belgrade waterworks, Belgrade electro distribution and Infostan) offered said services in the form of online access to bills. Still, there is a lot of room for improvement, and it is important to note that there were no services requiring personal presence but using virtual documents.
Another site that should be assessed is the eUprava e-Government portal of republic of Serbia. This portal is envisioned as a central point for all interactions with e-Government. 244 online services are offered at the site; 149 of them are intended for citizens. Out of these services, only about half of them (71) are actual services where citizens interact with e-Government. The rest simply present information or allow download of forms that need to be filled in and submitted personally. Most services require the citizens to possess a digital certificate that is tied in to a personal identification card. Although a diverse set of services is provided on this portal, a number of problems diminish their usability. In order to use services that require a digital certificate, citizens must possess a version of personal identification card with a chip. Further, a citizen needs to possess a compatible card reader, to install special software on his computer, and to configure his web browser appropriately. Some services are only available for certain municipalities. The portal is not sufficiently advertised and there is no link to it from Čukarica municipality’s web site. At the time the portal was accessed (7. April, 2013.) the download of forms, which figures in 137 total services, was not functional. There are clearly technical, conceptual and educational problems with the portal, which is to be expected for an undertaking of such size.
When considering the benefits of NFC in e-Government, it is clear that any process using NFC would still stay in the domain of physical interactions. However, there is potential to improve the other dimension by replacing some of the paper documents with virtual versions stored in citizens’ NFC-enabled cell phones, similarly to NFC applications like ticketing. This naturally places the area of influence of NFC technology in the upper left corner of the model. Since the global movement is from the bottom left to upper right corner – from physical to virtual, a valid question that needs to be considered is whether this technology is worth implementing in e-Government, or should other, more virtual options be explored instead?
The main obstacle preventing swift advancement towards complete virtualization of all citizen-government interactions is the need for identification of citizens and authentication of documents. Majority of government services in Serbia require the citizens to present their personal identification card, which all citizens above the age of 18 must possess at all times. In order for these services to be transplanted into a virtual environment, a large and continuous effort is required. The security of such a system is the greatest concern, and advanced cryptography methods need to be implemented. In order to solve problems associated with governments offering electronic services on the Internet, a Citizen Digital Certificate (CDC) functioning like a digital ID card needs to be issued (Chen et al., 2011). Such a certificate exists and is provided to citizens with their personal identification cards. However, complicated use and not enough effort invested into education make this system only partially usable. Traditional services would still need to be provided for a long time in order to accommodate those that do not use the Internet, especially the older citizens. Digitalization of documents would be met with similar problems – digital documents would need to be authenticated in order to be accepted by organizations that will use them. A significant problem for digital documents would be the integration with these organizations. When the government is the issuer and, later in the process, the user of a digital document, any problems can be solved internally. However, documents are often submitted to private organizations or even foreign governments requiring these external parties to also adjust to the new, digital format.
This would clearly be a huge endeavor and the only feasible way to complete it would be by taking small, organic steps to gradually increase the level of digitalization. Some steps have already been made in this direction. Services are slowly moving to the Internet, and methods of identification are becoming digitalized. This is the case with Serbian personal identification cards coming in two versions – with or without a chip, with more citizens opting for the first version. Cards containing a chip are mostly used in the same way like those without it, but open up new possibilities thanks to the digital certificates they contain. The principle upon which these cards function in the physical domain is almost identical to NFC technology, with NFC offering even easier use and integration with cell phones. Although NFC would become obsolete if a full switch to a virtual government was ever made, this is likely still far off, and NFC can be used to improve current processes in e-Government.
The best the NFC technology can do is to provide a certain level of virtualization and simplification of certain processes that must be performed personally by citizens. Still, some of previously stated problems are relevant for application of NFC technology. The main problem would be the need to educate citizens of methods of NFC use, and to accommodate those that do not own NFC-capable devices. Similar to best practices of software engineering, an NFC-based model for e-Government would need to integrate into the existing environment and employ other technologies and approaches in order to enable graceful degradation of provided services. Some technologies that could complement or replace NFC in certain scenarios are QR codes, Bluetooth, Wi-Fi, touch screen information displays etc. Other than that, a baseline approach using traditional paper documents would still need to exist at the core of the model. 
An important constraining factor in introducing NFC in Serbian e-Government is the question of financial expenses. NFC has proven itself in many contexts as a technology that can cut down operational expenses, improve efficiency, and add new value to existing processes. However, NFC has not been tested much in the context of e-Government and some of its requirements may be more difficult to fulfill. Governments usually interact with citizens on a large scale and interactions are not limited to a single demographic. This can be solved by a wider array of different solutions and technologies, but will require larger investments. The best way to approach this would be to implement NFC technology in one or few inner city municipalities and perform tests there. The results could be used to tweak the model and solve practical problems of implementation. After this phase, the final solution should be implemented uniformly to other government institutions in order to avoid inefficiencies and discrepancies that would confuse citizens using services of different government organs. 

4. A model for application of NFC technology in Serbian E-Government

The model provided in this paper encompasses several components. Some of these components can function independently from other NFC-based components presented in the model. This allows e-Governments to build a system according to their needs and scale it according to their financial capabilities. Gradual addition of new components can also be used as a way to familiarize the citizens with NFC capabilities without overwhelming them. The components themselves are given in various complexities and using various technologies, where possible. Local governments that already posses some of the equipment can opt for alternatives that utilize it, thereby cutting their expenses when implementing NFC. Another point of differentiation in scenarios is the existence of a dedicated mobile application that would interact with the system. Such application could further simplify NFC interactions and inject additional value by providing other options, some even outside of the context of local e-Government. This variant is considered as the best option, but other, more generic options are possible, requiring the citizens to manually handle certain actions.

The existence of a NFC-enabled device in possession of a citizen is required for the use of NFC capabilities in presented model. Users that do not posses such a device can use some of other technologies mentioned in this work, or follow a traditional scenario of interactions with the government. The users that do possess a NFC device, however, represent another variable for the model. NFC-enabled mobile phones are still not widespread, but there are a number of phones, mostly smartphones, possessing this ability. The platform that stands out by the number of its NFC-capable devices is the Android platform. Android platform also holds the highest share of the smartphone market and encompasses a wide range of devices, with many cheaper devices suitable for markets in less wealthy countries like Serbia. Although the problems of technical implementation are not a topic of this paper, the presented model is mentally shaped to be in line with capabilities of Android phones. Other NFC-capable phones should most likely posses similar capabilities, or be extendable by third party applications.
4.1. Providing wireless network access with automated connection establishing
A NFC-supported intelligent environment provided by government institutions for citizens would rely on information transfers from citizens to government and vice versa. Passive NFC tags are suitable only as action initiators since they can contain only small amounts of data. Active tags can be connected to a network and provide digital content, allowing transfer of any amount of data, but low speeds and small range still make them inappropriate for such tasks. Government institutions should provide free, wireless Internet access to all citizens on their premises. The citizens can then use their Internet-capable devices to connect to the wireless network before performing any necessary tasks. Otherwise, the use of NFC tags that rely on an Internet connection will incur additional expenses on citizens. This should be avoided, as it impedes acceptance of new technology. 
The process of connecting to the wireless network can be made faster by using special NFC “connection” tags. A user can touch a tag with his device and a connection will be instantly established. This tag should be placed at the entrance to the government institution and, preferably, close to any other groups of NFC tags. Even if no other components of the model are implemented, free Internet access can have a positive effect on the citizens’ satisfaction. The NFC connection tag itself can be omitted from the model; the important point is the existence of a network supporting advanced scenarios. The only problem can be the question of security. This network should be isolated from other, internal systems of a government institution. With proper filtering of network activity, any misuse can be avoided. If needed, only NFC-initiated actions and access to government sites can be allowed.
4.2. E-Government application and application acquisition

As previously stated, the existence of a dedicated e-Government mobile application would simplify and enrich other NFC interactions in the presented model. It would also avoid many of the problems stemming from the fact that not all kinds of NFC interactions have currently been covered by standards. Different devices may natively react differently, or not react at all, when brought into contact with some tags. Such an application could first contain a core set of NFC-related functionalities that could be developed quickly and then put to a test. Additional functionalities could then be added following the implementation of more NFC-based functionalities in local government institutions. This application could also present information and provide functionalities based on existing e-Government online services, providing a unified mobile experience to citizens. While several applications would have to be developed for different mobile platforms, version for Android phones should have a priority since it would cover the largest percentage of NFC-enabled phones. The application should be designed to be easy to use, and various explanations of common tasks should be provided within the application.
This application should be made easily discoverable by presenting it on both the government sites and sites that aggregate applications for different mobile platforms. Acquisition of this application could also be made easier using NFC tags that would, when touched, initiate download to the users phone. Different tags providing download of versions for different platforms should be placed next to each another, preferably near the entrance and near a connection tag. A poster explaining the acquisition process should be placed right next to these tags and links to more detailed explanations and paper pamphlets should be provided.
4.3. Queuing and scheduling visits
Some government services require citizens to schedule their visit in advance, which often requires two trips to the government institution. Scheduling in advance can often be performed over the Internet, and an example is using eUprava portal to schedule a visit to submit papers for issuance of a personal identification card. In cases of services that tend to be congested, ticketing systems are implemented. Citizens are given paper tickets with numbers and times when they will be provided the required service. 
In the first scenario, there isn’t much benefit from using NFC technology alone. Users will likely use Internet to schedule their visit instead of coming personally. If the user possesses an e-Government mobile application, this process can be reduced to a simple press of a button. The application can perform the scheduling automatically and download a virtual “ticket”. If the mobile device is NFC-capable, the citizen now has several possibilities. A NFC tag can be placed near the entrance of the institution, or near the section for which the scheduling is performed. The citizen can touch this tag, thereby marking himself as “present” in the system. Government employees at the counters can then call him as soon as an opening is made, possibly even before his scheduled time. When called upon, the citizen’s application could present the ticket in several forms. A NFC reader can read the ticket from the citizen’s device. If the device is not NFC-capable, the ticket information could be displayed in the form of a QR code and read by any QR code reader. If no NFC or QR readers are available for this purpose, a basic presentation could be selected, simply listing all relevant information on the screen of mobile device for manual reading. 
The second scenario doesn’t allow for scheduling in advance. In this case an existing ticket-issuing device can be replaced or modified to provide NFC tickets along with regular, paper ones. If the citizens need to be forwarded to separate offices after taking the tickets, the information on their location can be presented on the mobile device. Another variant, similar to the first scenario, is when a visit is scheduled in advance, but only after some documents have been personally submitted, or after a meeting with a government employee has been finished. In this case, a similar NFC device can be present at the counter or in the office. The citizen can then receive all needed information for the assumed next step of the process. This component of the model can be applied to other institutions with similar needs outside the scope of local government, for instance, in public health institutions.
4.4. Preparing submission forms

Most citizen-government transactions are based around submitting and receiving documents. Often, these are forms that need to be filled in with some information by citizens. Even with the existence of online methods of submission, these transactions are usually performed personally. Some transactions do not have online alternatives, while others are too complicated and out of reach for many citizens; some result in more paper documents that still need to be handled personally. In such cases, NFC and other technologies can improve and speed up existing processes. There are three steps when manipulating paper forms – acquisition, filling out and submitting the form. This component of the model describes how first two steps can be improved using NFC. 
The paper forms can be classified in two groups – those that can be printed out at any printer and those that must be bought pre-printed. Documents from the first group can be acquired digitally, and this process can be augmented using NFC and other technologies, while the latter must keep their paper form at all times. 
A mesh of NFC tags can be provided at a visibly marked location within a government institution, where each tag would correspond to a certain type of document. For certain documents that are more commonly used, larger tags outside of the mesh can be provided. All tags must be captioned clearly, and preferably grouped by type or purpose in order to be easier to find. When a citizen touches a tag, a corresponding document will be downloaded to his phone. An alternative method would be to provide a device with a touch screen and a single, active NFC tag, where users can first select the type of the document on the screen, and then acquire it by touching the “loaded” tag. This would likely require more manual actions from the citizens, but would allow additional information about the selected document to be presented on the display screen before transfer.
A mobile e-Government application could provide a large benefit to this scenario. The application could allow the user to input and store some of his personal information like the name, personal number, birth date, place of residence, and so on. Then, when a document is acquired, the application could recognize all standard fields on the form, and fill them in automatically. The citizen would then need only to fill in the missing fields, and fields like the “signature” field that must be filled in manually. The application could also provide this functionality independently of the method of acquisition, and behave the same when documents are downloaded manually. In order to allow for this, all relevant documents would need to be classified in some way, for instance, using a faceted taxonomy (Dadić et al., 2012) and all form fields would need to be semantically annotated. The application could then use certain rules to correlate citizen’s personal data and form fields of different documents.

The next step is the printing of the document. Government institutions should provide a free printing service for all standard forms that are submitted from citizens to government. An NFC tag can be placed next to a printer. When a citizen touches this tag, documents previously selected by touching “document” tags will be sent to printing. Fields that were automatically filled in by the application will be printed as such. For citizens that do not use NFC, a display with a selection of printable documents should be provided. If an institution does not want to finance the printing of documents and continued printer maintenance, it can cooperate with nearby printing shops that usually use their proximity and specialize in printing government forms. For a small expense, these shops can set up the same NFC-based printing system with their existing printers, and charge the same price for printing. This approach still keeps the benefit of automatic form completion, but is not convenient for the citizens, taking more time and incurring expenses on them.
Several other technologies and their combinations could be used to provide viable alternatives to these scenarios. The main point of these scenarios is the simplicity, and, assuming that the citizen possesses an e-Government mobile application, and that the printing was provided for free, the scenarios outlined above are fairly simple and require only a few touches (using a touch screen or NFC tags) to complete any action. 
4.5. Document submission
The final step of most interactions with a government institution is the document submission. NFC can help when a submission must be performed personally, but the data in the submission form ends up in a digital format after a submission and a physical signature is not needed. In that case, the interaction scenario can be simplified to skip the printing of a document. The citizen can pick up a document using NFC, manually type in any fields that were not filled in by the application, and then tap a NFC reader at the counter to transfer the filled-out digital document.
4.6. Information kiosk
Information kiosk can be used in combination with several components of the presented model, usually in order to provide citizens without NFC devices with the similar functionality. Ideally, an existing interactive display can be reprogrammed to cover all of the alternative, non-NFC scenarios described in this paper. This kiosk can then be used to issue tickets (both paper and NFC-based digital ones), to select and download documents to a mobile device when active NFC is used for that purpose, to select documents for printing when not using NFC tags, and to provide additional, general-purpose information about the government institution. Another use scenario can be to allow citizens who already downloaded documents to their phone to review them on a larger screen by synchronizing their mobile device with the display.
A sufficiently complex interface could allow the entire document acquisition/printing scenario to be performed without using NFC. The citizen could select desired documents and send them to printing using an interactive display. There are few potential drawbacks of such a system. The NFC system’s interface can be distributed in physical space and easy to understand from context; the display’s interface must provide same functionalities in a limited space. In that case, because of the increased importance of this single component, it could represent a choke point for the entire system. Finally, using a mobile application as an intermediary allows the use of citizen’s personal data, safely kept inside of his mobile device, for automatic fill-in of form fields. However, a transfer of information in opposite direction, from phone to information display, could be initiated using NFC, allowing automatic fill-in even in this scenario, making it a comparably viable solution.
4.7. Payments

Many of the citizen-government interactions require that the citizens perform a payment to a specified account and then provide a proof of payment when submitting documents. Existing NFC payment applications could be used for this purpose. After performing a payment, the citizen would receive a digital confirmation that could be submitted to the government institution by touching a reader on the counter, similarly to the scenario of document submission for virtual documents. If needed, printing of documents could also be immediately charged during the same touch that is used to send documents to printing. Citizens not using NFC could be provided by slots for currency, requiring them to insert money before the printing can start. However, this would be inconvenient for the users and an additional effort for the institution, suggesting against implementing such model of paid printing.
4.8. Personal identification

Serbian personal identification cards that posses a chip are contact cards and they require a compatible smart card reader for information contained on the chip to be read. NFC works similarly, but doesn’t require contact and is classified as a contactless technology. Contact cards can be replaced with NFC, making them easier to use, more reliable and durable (Ondrus and Pigneur, 2008). However, it would prove difficult to change the existing system with millions of cards in use. An interesting possibility that could be explored is to create a copy of information contained on a personal identification card and store it in an NFC-capable device. This would speed up all transactions with the government that require the identification card to be presented. Citizen Digital Certificate, a digital version of personal identification can be used for this purpose. By combining the CDC with security elements provided by mobile phones, a safe and reliable system could be provided for owners of NFC-capable devices (Chen et al., 2011). This system could at first be used only for NFC purposes, allowing citizens to familiarize with the concept of CDC. Then, further steps could be made later on to allow use of CDC as means of identification over Internet, without the current need for card reader hardware, allowing fully virtual interactions with government. Such functionality could then simply be added to a future version of a dedicated e-Government mobile application.
4.9. Contact and location information
Information about government officials and organs could be provided using NFC tags. These tags should be placed next to doors of offices, and at the desks of employees. This could be used for services that require personal interaction with government officials. An example are services of legal support for citizens or the employment bureaus where citizens must report periodically. Information about the time of scheduled meetings could be transferred at the same time in such cases.
Larger institutions could disperse NFC tags in the hallways to facilitate indoor navigation (Ozdenizci et al., 2011). When a citizen touches a tag with his phone, a map of the institution indicating his current location would be presented. A citizen with an mobile application could further have his destination and the route to it displayed on his mobile device. Similar functionality could be provided at an information display, possibly the same display used for other components of the model.
5. Conclusion

NFC technology is still not widely accepted, but future prospects are good. Currently, there is a lack of papers exploring the use of NFC in e-Government and more attention should be dedicated to this area. This paper analyzed possible forms of use of NFC technology in government-citizen interactions. Two points that were considered as important for the introduction of NFC and complementary technologies were the need for education of citizens and the general security concerns. These points were not explored in detail in this paper, but should be considered for future research. However, the presented model was designed to alleviate some of the financial, social, technological and security problems by allowing partial, flexible implementations of select components. Future works should attempt to perform field tests, especially comparing alternatives to ascertain which are cheaper, easier to implement and better accepted by citizens. The problem of achieving security in all NFC interactions is a much more difficult one, especially when considering the use of sensitive citizen data and the interactions with existing technologies that provide many vectors of attack. Therefore, the security of NFC should not be considered separately, but only as a part of a global security policy. Developing a mobile e-Government application for Android could be an important future step that would provide a basis for both NFC and non-NFC research in the area of applying modern technologies in e-Government. Further, the possibilities of applying NFC to improve the internal functioning of government institutions should also be explored.
Points for Practitioners

This paper explains NFC technology and its diverse uses in different areas of human activity. A widely applicable, general model of e-Government maturity is given and applied to Serbian e-Government.  

Following that, a model of NFC application in e-Government is described. This model is built from components that can be applied independently for greater flexibility and cost efficiency. Components are mainly built using NFC tags or readers, with some relying on QR codes, Wi-Fi, Bluetooth, information kiosks, or Internet to provide a more complete service. The necessity for developing a complementary mobile application is discussed, along with privacy and security considerations.
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