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Abstract
The concept of e-government due to a need for efficient and flexible public administration, is imposed by contemporary conditions, with an aim to meet the needs of citizens as users of the services. As a necessary prerequisite for the realization of e-government and reform of the national legal system is existence of an appropriate legislation, a national strategy and action plan for its implementation. But the question is whether that is enough to ensure effective implementation or other prerequisites are needed to enable successfully realization in order to contribute to public sector reforms.
In this direction, very important are terms and recommendations provided by the European Union, which should be met by all states that are striving for EU membership. They need to harmonize their legislation with the EU acquis communautaire, which in one part means creation of a knowledge-based society, in which the information is available to all on equal terms with the help of ICT and especially the Internet. E-government must be efficient, practical, economical, and transparent but also it should be interactive with citizens, which means not only provide services for the citizens, but also to seek feedback and evaluate them. In this respect the availability of the online public services in the EU is reviewed through the implementation of four stages of availability: First stage is availability of information - information that is necessary to start the procedure. Second stage is interaction in one direction when through the website forms can be downloaded. Third stage is interaction in two directions – possibility to submit filled forms with authentication and four stage is full electronic procedure – complete service providing including decision making and delivery of the decision over an internet.
In some European countries specific laws on e-government are adopted, and in others there is another approach in which specific laws regulate issues related to e-government, such as Law on electronic signature, the Law on Free Access to Information, Data Protection Act and others. What is particularly important in determining the e-government strategy and its successful implementation is the determination of the institution that will be responsible for its implementation and for the preparation of the relevant regulations and documents that will regulate specific issues.
Republic of Macedonia on its way to full membership in EU within the integration process is implementing the harmonization of national legislation with the EU acquis communautaire. For this purpose, following the trends in this field Republic of Macedonia has adopted a proper legal regulation such as Law on Data in Electronic Form and Electronic Signature, Law on Personal Data Protection, Law on Public Procurement, Law on Electronic Management etc. and in 2010 adopted the National Strategy for e-government.
In the paper, starting from the individual perceptions for e-government from relevant authors and institutions a qualitative analysis will be performed of the legal regulation pertaining to e-government in the Republic of Macedonia and its implementation so far in order to answer the question whether normative and institutional measures are sufficient for the full implementation of standards in e-government taking into account the standards of the European Union, in particular the measures and standards for information security and what can be done in the future in order e-government to become a key element of the public administration reform in the Republic of Macedonia.
1. Introduction
In general it is known and accepted the traditional service delivery to the citizens and companies which take place in the government offices. The use of information and communication technologies while providing administrative services make them closer to users, who can use them from home, office, information kiosks in public institutions or government offices. With the introducing of electronic services delivered by the administration (for example issuance of personal documents, certificates, licenses, online application for certain services, etc.) an entirely new quality of services provided by public administration is created. In this aspect there is great reduce and elimination of direct contacts between the citizens and administrative officials, that until now, one can freely say were a symbol of bureaucratic arrogance of the authorities towards the humble people. This type of communication provides many new forms of participation of the people in democratic processes and decision making, while the potential of information and communication technologies allow states to create a model of e-government. Many countries now make available and distribute information through their websites, create digital databases and provide online public services.

In that aspect it can be said that creating e-government is an essential part of widespread public administration reform that includes the redefining of the role of modern government. E-government is closely linked to concepts (e.g. New Public Management) that are to ensure a new quality in managing complex social environments, particularly in view of the knowledge-based economy
. The main premise of e-government is that information and services must be accessible to all citizens, without personal privilege or discrimination. However, this also means that some information is classified and that these protected zones must be under strict legal control.

E-government (Virtual Government) is an organizational challenge for governments in the countries. It requires new organizational orientation which includes functional orientated structures and procedural orientated structures. Networking governance assumes shift from hierarchical authority to a new model based on networks, or "power without authority"
. In that direction instead of Veber hierarchy and market on New public management, e-government as an organizational form, establishes "networks" and system of "nodes in networks," with network managers. 
 The introduction of e-government suggests creating a new model of public administration, which occurs after Veber bureaucratic administration and the New Public Management (NPM) and is called a model of networking Governance. 

Within the concept of e-government, ICT is used as a basis for providing many public services to citizens, which are now considered as customers. It can be said that here is relatively new the use of the term customer (client), who previously was more characteristic for the private sector. In that aspect, with the fact that administration is focused on customer service (which is now public) means that all activities are focused on satisfying the customer, something that was in the spotlight of the most successful businesses and now also for the governments/administrations. Information technologies based on the Internet should enable citizens, now as customers, access to information and administrative services, but also to achieve other goals. The task of the electronic ‘e-paperless’ administration is not to create a new image for itself or for its users, but to the benefit of all.

 
Main strategic objectives of e-government are satisfaction of the needs of the citizens, business and government bodies, or more precisely administrative, economic and political efficiency (e-democracy), which have the "good government” as the ultimate goal. Paradox is that a virtual administrative information system becomes a prerequisite for the administration with "human face"
.
It is obvious that introduction of modern technologies represents tremendous opportunity and at the same time challenge to redefine relationships between the governments and the citizens. Even more, it is probably a high time to start with redefinition of some fundamental aims and principles of public administration.
 It can be said that e-government presents a tremendous impetus to move forward in the 21st century with higher quality, cost effective, government services and a better relationship between citizens and government.

The analysis of e-government from a legal point of view should be started from the conception of legal state having into consideration that e-government must be within the legislative and procedural framework of legal state. On the other hand, the legislation also has to adapt to the advantages brought by modern technology.
 The e-government should provide effective way of contemporary state and public administration in 21 century (regulated state - service state - information state). Therefore it is considered that e-government is a key part of the strategy for development of modern political systems.

In this aspect the actual question is whether the public administration reform is necessary for successful implementation of e-government, but also whether in contemporary conditions e-government is actually the basis for the reform of public administration. Certainly that for implementing the e-government is necessary to take appropriate legislative actions. But for successfully functioning of e-government which is aimed at reforming the public administration the question that arises is whether it is enough to have adopted a strategy and adopt an action plan for the normal functioning of e-government. Is there a need for other conditions that allow applying the normal and efficient functioning of e-government. In this regard, of particular importance are the standards that set out the European Union, which should be reached by all countries that are striving to join the European Union. Countries should harmonize their legislation with the acquis communautaire
 of the European Union, and one part of it marks the direction of the European Union in creating a knowledge-based society, in which information is available to all on equal terms with the help of ICT and especially the Internet.
Republic of Macedonia as a candidate country for EU membership is constantly taking measures in direction of public administration reform and in that aspect for the implementation of e-government. But to what extent the actions taken are sufficient to achieve efficient and effective e-government that will contribute to a real reform of public administration certainly should be subject to assessment in the future with the main purpose of its continuous improvement.
2. E-government 
2.1. The notion, principles, goals and functions
In theory and practice various notions are used to denote the electronic government, such as e-government, e-administration, internet administration, online government or digital government. The concept of electronic government refers to facilitating the flow of information, communication and transaction within government bodies, as well as between government bodies, citizens and businesses. E-government refers to the use of ICT to exchange information and services among citizens, public authorities and companies, in order to improve the efficiency, delivery of public services and the process of democratic governance. Perhaps the greatest benefit from the implementation of e-government is providing effective, appropriate and better access to public services.

According to World Bank e-Government refers to the use of information and communications technologies (ICT) to improve the efficiency, effectiveness, transparency and accountability of government. E-Government can be seen simply as moving citizen services online, but in its broadest sense it refers to the technology-enabled transformation of government - governments’ best hope to reduce costs, whilst promoting economic development, increasing transparency in government, improving service delivery and public administration, and facilitating the advancement of an information society. E-Government usually describes relationships across 3 modalities:
1. Government to Citizen (G2C): deals with the relationship between government and citizens. G2C allows citizens to access government information and services instantly, conveniently, from everywhere, by use of multiple channels;
2. Government to Business (G2B): consists of e-interactions between government and the private sector. The opportunity to conduct online transactions with government reduces red tape and simplifies regulatory processes, therefore helping businesses to become more competitive;
3. Government to Government (G2G): Governments depend on other levels of government within the state to effectively deliver services and allocate responsibilities. In promoting citizen-centric service, a single access point to government is the ultimate goal, for which cooperation among different governmental departments and agencies is necessary. G2G facilitates the sharing of databases, resources and capabilities, enhancing the efficiency and effectiveness of processes.

According to UNDP e-governance is considered as the use of ICT to increase the efficiency, availability and democratic accountability of public administration in the process of collective decision-making. As an concept e-government consists of three parts, or e-administration, e-democracy and e-business. In all cases the "e" means electronic performing of procedures.
 So, e-government can be understood as a concept and a reality which main characteristic is the use of ICT in their activities by the political and public administration, that transform (redefine) the public administration into service to meet the needs of the citizens (civil service). The ICT is extensively used in the process of providing information in order to offer public services on administrative and political level.
 But, e-government in contemporary terms doesn’t mean only giving information to the customers. It also means being proactive in delivering so-called transactional e-services, as interactive communication between the administration and customers in both directions. Introduction of information and transaction e-services can definitely improve openness and transparency of public administration towards consumers of their services however the unified rules according to which public sector information can be accessed and used are in most countries still missing.
 
E-government is practical, transparent and interactive with the citizens. It is completely customer-oriented in order to meet the needs of a larger number of citizens. Also enables participation of citizens and companies in administrative proceedings and in that aspect contributes to fast and easy obtaining of permits and administrative acts. E-government is especially transparent with enabling the customers a complete overview of public administration, while its activities are easily controlled and improved. The interactivity of e-government can be seen in internal context (among public sector bodies) and in the external context, i.e. not only to provide services to the users but also requires feedback and evaluation from them. To this, despite saving finances
 it should be emphasized the better accessibility of e-services provided by the administration, unlike the official working time which somewhat limits the delivering of traditional administrative services that are accomplished in the public bodies offices. Governments are significantly oriented towards technology in order to help in fulfilling the demands of the citizens, who now appear as users. Through the introduction of various forms of e-governance, officials are trying to make the administration more accessible to the public, while at the same time is increasing the productivity.
 But despite the huge development of e-government it should not be forgotten that for a long time users of administrative services between different forms of communication will choose direct personal contact, especially when it comes to achieving some of their personal rights. In this aspect, e-government should be possible way to the services that the users may or may not choose.
 Certainly that in modern living conditions, characterized by rapid developments and therefore less of free time, the citizens more advantage would give to the electronic services provided by the administration.
In the environment of the knowledge-based economy, the idea of e-government is taking effect in terms of efficiency and effectiveness. There are three basic elements of e-government: a) ensuring open government and transparency in the activities of government agencies; b) providing on-line services enabling citizens to use the Internet to pay taxes, access registries, make applications or undertake procedures, elect their representatives, express their opinions, as well as participate in administrative decision-making processes, and c) interconnecting government / agencies.

It is pointed out that for the introduction of e- government certain conditions should be meet, such as: funding (amount of investment required), adequate legal framework (legal basis for ICT, data protection, cyber space and responsibility, the right to privacy, digital signature etc.), strong political support, technical and technological conditions (access to information through databases, data storage, secure data transfer, infrastructure, ICT, security, system of electronic authentication and identification), uniform information model suitable for the public administration (identical system and programming solutions to enable seamless workflow), restructuring of work, the transformation of work in the business, defining organizational links (relationships) in public administration and e-government, technological and organizational interoperability without intermediaries, convergence of horizontal and vertical organization, required educational level of citizens and staff (knowledge for management, objective management, management on the basis of trust, expert staff, knowledge to /and use of resources for introduction of e-government, virtual teams, creating information for legal culture and ethics (transferred responsibility and self responsibility), etc. All of these conditions could be systematized in the technical, legal, economic and political. 

3. E-government and the public administration reform
Countries all over the world were, and still are, mainly focused on the delivery of new services, which is also consequence of international studies ranking the countries according to their e-government maturity.
 
Thus, one can say that the U.S. government fully accepted electronic government. Namely, the public administration by using ICT allows citizens to file complaints, to pay penalties, to require services and send applications in electronic form. Starting from the online payment of traffic fines in Philadelphia, to the online reporting of examinations for police officers in Seattle. 
 Survey of Pew Internet/American Life Project found that 97 million adult Americans or 77% from Internet users have visited government web portals or already sent e-mail to the administrative bodies in 2009. 

The vision of e-Government in the EU for at least the next decade, defines e-Government as a tool for better government in its broadest sense. It places e-Government at the core of public management modernization and reform, where technology is used as a strategic tool to modernize structures, processes, the regulatory framework, human resources and the culture of public administrations (OECD, 2003c) to provide better government, and ultimately increased public value. 

For a long time European Union paid attention and resources for the implementation of e-governance taking into account the improvement of the provided services and the savings that can be achieved with its application. In this aspect as one of the most important priorities in the development plans of the EU by 2010, the European Commission adopted and Action plan for e-government for 2010
. The Digital Agenda for Europe
 sets e-Government within a comprehensive set of measures aimed at exploiting the benefits of ICT across Europe. Therefore the Commission proposed the second e-government Action Plan
 which aims to realize the ambitious vision contained in the Declaration made at the 5th Ministerial e-government Conference (the ‘Malmö Declaration’)
. According to this ambitious vision, by 2015 European public administrations will be "recognized for being open, flexible and collaborative in their relations with citizens and businesses. They use e-government to increase their efficiency and effectiveness and to constantly improve public services in a way that caters for user's different needs and maximizes public value, thus supporting the transition of Europe to a leading knowledge based economy."
The Malmö Declaration sets out 4 political priorities for all European public administrations over the next 5 years:

· Citizens and businesses are empowered by e-government services designed around users’ needs and developed in collaboration with third parties, as well as by increased access to public information, strengthened transparency and effective means for involvement of stakeholders in the policy process;
· Mobility in the Single Market is reinforced by seamless e-government services for the setting up and running of a business and for studying, working, residing and retiring anywhere in the European Union;
· Efficiency and effectiveness is enabled by a constant effort to use e-government to reduce the administrative burden, improve organizational processes and promote a sustainable low-carbon economy;
· The implementation of the policy priorities is made possible by creating the appropriate key enablers and by establishing the necessary legal and technical preconditions.

In order to promote a smart, sustainable and inclusive economy for the European Union, as outlined in the Europe 2020 Strategy
, this Action Plan contributes towards fulfilling few key objectives of the Digital Agenda for Europe, in particular:

· By 2015, a number of key cross-border services will be available on line – enabling entrepreneurs to set up and run a business anywhere in Europe independently of their original location, and allowing citizens to study, work, reside and retire anywhere in the European Union;
· By 2015, 50% of EU citizens will have used e-government services;
· By 2015, 80% of enterprises will have used e-government. 
As far as the contribution that should have e-government to the reform of public administration and public service improvement the Objective Two of Vienna Declaration should be emphasized:

· ‘Public services must be provided by electronic means and public information made universally available to the citizen.

· Preparing public administrations for an Informed Democracy requires them to re-engineer their organizations and functions so that they can fully exploit the new information technologies to provide better public services to the citizen. The objective for administrations at all levels (local, regional, national, European) is to transform themselves into efficient and integrated networks able to present a single interface to the user of public information and public services. Clearly, this implies a major task in removing existing political and technical obstacles to communication and co-operation between them.’

When we speak for the contribution that e-government should have to the public service improvement and the public administration reform in general, the accessibility of online public services in the EU is seen through the implementation of four stages of accessibility:
1. Access to information – necessary information in order to start the procedure;
2. Interaction in one direction - when forms can be downloaded through the web page;

3. Interaction in two directions - submission of filled forms via the web with authentication; 
4. Fully electronic procedure - fully delivery of the services via the website including decision making and delivery of the act. 

The central role for implementation of the new Action plan is given to the national governments and the European Commission’s main responsibility is to improve the conditions for development of cross-border e-government services provided to citizens and businesses regardless of their country of origin. This includes establishing pre-conditions, such as interoperability, e-Signatures and e-Identification. It is considered that these services strengthen the internal market and complement EU legislative acts and their effectiveness
 in a number of domains where ICT can improve delivery of services; such as in procurement, justice, health, environment, mobility and social security, and support the implementation of citizens' initiatives
 with ICT tools. 
It is noted that undoubtedly changes and innovation in public administrations of the EU Member States are key to global competitiveness in the European Union, and the e-administration is the main tool for achieving this goal. In some EU countries, development of e-government is quite gone forward, so that for example only in Denmark thanks to e-government savings are realized of about 200 million Euros (150 million as part of the services provided to citizens and 50 million within the services provided to companies).
 But, also we can see this issue from another perspective. Namely, according to Kertesz the data gathered within the eGEP project (eGEP 2006) indicate that e-government expenditure in the EU public administrations has reached almost EUR 12.000 million. Data on e-government usage (Eurostat 2007) make one rather pessimistic: only 30% of individuals have used at least one of e-government possibilities – obtained information from public authorities’ web sites, downloaded official forms or submitted completed forms. In addition, the costs related to e-government are enormous: in 2004, EU public administrations spent EUR 11,900.90 million on e-government. Linking together the data on online sophistication maturity, usage and cost of e-government, it is legitimate to ask the question of whether or not those investments are justified.
       
4. E-government in the Republic of Macedonia
As a candidate country for membership in the European Union, Republic of Macedonia (hereinafter: Macedonia) in the framework of preparations for integration implements harmonization of its legislation with the EU acquis communautaire. In this direction aims to achieve European standards among others in the field of e-government, but also strives to follow the world trends in this field as one of the important conditions for the development of countries in contemporary conditions. 
In this regard, Macedonia adopted a series of strategic documents related to e-government and information society. In 2002, the Parliament passed e-declaration that laid the institutional foundations for the development of information society in Macedonia and the Government formed a Commission for Information Technologies, which later formed a National Working body on Information Technology. In 2005 the National Strategy for Development of Information Society and Action Plan
 was adopted, which recognizes that “the process of e-government introduction should be integrated with the process of Public Administration reform”, urging for consideration of “potential e-Government implementation barriers on time, in order to promptly find the appropriate solutions.” According to the Strategy, efficient and transparent government operation are prescribed to provide better quality electronic services for citizens and the business-community through several objectives: participation of citizens in the building of Information Society, satisfactory infrastructure level and legal and institutional framework for Information Society development. In order to continue into the direction of taking appropriate activities for the implementation of e-government on the basis of the Declaration of the Ministers of the EU member and candidate countries in Brussels from 29 November 2001, in 2010 the National Strategy for E-government 2010 -2012
 was adopted.  The Strategy sets out the principles that are bases for the e-government in Macedonia, completely focused on the needs of citizens, confidentiality and security in electronic government as much as in the traditional, principle of transparency, fast, cheap and effective provision of e-services, their accessibility and inclusiveness, their usefulness and simplicity, the principle of cooperation between all levels of e-government in the implementation of electronic services, principle of interoperability (meaning different types of systems to be able to communicate with each other) and the principle of participation in decision-making process in e-democracy (taking into consideration the needs and wishes of citizens, companies, NGOs and other institutions and to include in its work)
 
In aspect of the vision of the Republic of Macedonia of an advanced Information Society, certainly the National Strategy for the Development of Electronic Communications with Information Technologies (NSDECIT)
 should be mentioned. The NSDECIT thus focuses on the measures which concern the development of a communication infrastructure as a unique technological platform for the development of the Information Society.

When speaking for e-government and delivering e-services from the administrative bodies an important place has the Public Administration Reform Strategy
 2010-2015. This Strategy focuses on the main problems and barriers affecting the current level of development of e-government in that time. Some of those are related to the slow process of the computerisation process; inconsistencies among the existing pieces of legislation; the absence of a monitoring mechanism for the quality of the implemented e-services, as well as the absence of user centric and proactive portals; the low budget allocated to the implementation of e-government services; the small number of IT-trained civil service managers and project coordinators and the low level of specification of administrative processes and procedures, and of their interconnectivity with IT infrastructures. In order to tackle these shortcomings, the strategy document proposes three groups of actions phased from 2011 to 2015
. 
In that aspect some actions were envisaged that should be taken by the end of 2011 as:

· adoption of additional legislation and administrative frameworks on e-government, in coordination with the Law on Electronic Management;

· specification of administrative procedures and provisions for quality of service, followed by business re-engineering of processes to allow implementation of appropriate electronic solutions;

· further development of horizontal solutions, provided by the Ministry of Information Society and Administration for all public administration authorities;

· implementation of an electronic document management system applicable to all public administration;

· a fully operational one-stop information centre (portal & call centre) for citizens and businesses.

Actions envisaged to be taken by the end of 2013 are:

· introduction of online services for businesses (10 services according to the preferences of the business community), provided the relevant processes have been thoroughly streamlined;

· introduction of five high impact integrated online services for citizens (filing of application, payment, data integration, delivery of administrative decision/document), provided the relevant processes have been thoroughly streamlined;

· on-line services for administrative authorities to access and exchange data from registers instead of requesting users (citizens and businesses) to submit documents.

Several actions are envisaged to be taken by the end of 2015, such as:

· further implementation of proactive user-centric services, making intensive use of electronic documents;

· enlarged budget for the realisation of projects on eGovernment services, compatible with the European Interoperability Framework;

· awareness-raising on e-government services and training on a regular basis of qualified project managers and civil servants on the use of e-government;

· development and implementation of an interoperability framework for public administrations.

In institutional terms, as a central body for creation and development of information society in Macedonia, the Strategy of 2010 provides the establishment of the Ministry of Information Society. According to the Law on Organization and Operation of the state administrative bodies
, it became the Ministry of Information Society and Administration (hereinafter: MISA). Within its competence MISA performs the works related to: development and promotion of the information society, creation and keeping a register of information and communication systems and IT equipment within the state administration, integrated information and communications networks, databases, interconnection and exchange of information, security aspects and development of infrastructure of government agencies, legal and other persons entrusted with public authorities by law, monitoring the situation with information and telecommunication technologies and introduction of international standards, telecommunications and telecommunications infrastructure, broadcasting and broadcasting infrastructure. Also, MISA performs works related to legal regulation of issues related to the administration, supervision and ensuring uniform application of regulations concerning civil and public servants, policy development related to the rights, obligations, responsibilities and assessment of civil and public servants, classification and job description, salaries and allowances of civil and public servants, keeping register of civil and public servants, preparing strategic documents for efficient and effective operations, training and professional development of civil servants and public officials, organizing and conducting training, development and coordination of policies regarding the management of human resources, public administration reform, the achievement of international cooperation in matters within its competence, public administration, administrative procedure, administrative supervision and other issues specified by law. 
In order to efficiently and effectively implement measures arising from the national strategies relating to the development of the information society, a National Council for Information Society was formed with the government Decision
. The Decision sets out the competencies of the National Council, as a forum for exchange of ideas, experiences and information in the field of information society and media and in the same time to provide coordination and participation of all stakeholders from public, private, civil society and academia in the development of information society.
Starting from the point that the legislation is one of the necessary conditions for the implementation of e-government in Macedonia appropriate legislation that regulates certain issues related to e-government and delivering of e-services by the administration have been adopted. 
In that aspect the Law on Electronic Management
 regulates the work of ministries and other administrative bodies, organizations established by law and other state bodies, courts, public prosecution and the Attorney General, legal and other persons entrusted by law to public authorities, municipal authorities of the City of Skopje and of the municipalities of the City of Skopje in the exchange of data and documents in electronic format, in relation to the implementation of administrative services by electronic means. According to the Law MISA is responsible for portal, for access to administrative services electronically, keeps record of databases of the bodies that communicate with each other electronically as a separate electronic database, in order to exercise the functions established by law, than certified information systems used by agencies to communicate electronically and perform control over the functionality of the information systems used by agencies for communication electronically.
 Seven bylaws were adopted in June 2010 to enable implementation, as well as that of electronic workflow procedures and electronic document exchanges. Those acts regulate issues such as environment and communication; certification of information systems; format and content of administrative services by electronic means such as electronic documents; standards and regulations for electronic communication; technical requirements; security of information systems; format and content of administration of data bases and others. 
The Law on Data in Electronic Form and Electronic Signature
 concerns electronic operations which involve the use of ICT, as well as that of electronic data and signatures in judicial, administrative and commercial transactional procedures. According to Article 13 of the Law, "the generally accepted electronic signature with an authorized certificate related to the electronic data is equal to the personal signature, and therefore shall be equally valid evidence with the personal signature which is related to paper documents." The Law was followed by four bylaws in 2001, but its actual use started in 2007 after the issuance of the fifth bylaw which regulates the institutions that can act as certification authorities. This Law regulates the “Issuer” as a physical person or legal entity that issues certificates or provides other services related to the certificates or electronic signatures. It is prescribed that the Ministry of Finance keeps a Registry of the issuers of certificates in the Republic of Macedonia. The Ministry of Finance supervises the implementation of this Law and provisions that are passed according to this Law and the operations of inspection supervision are carried out by inspectors.


The Law on Personal Data Protection
 is a general law in the field of data protection in the country. According to the Law, personal data shall be: fairly and lawfully processed; collected for specified, explicit and legitimate purposes; processed in a manner which is consistent and proportionate with these purposes; accurate and complete; kept for no longer than the necessary timeframe for fulfilling the abovementioned purposes. The Law has been amended several times in order to include EC recommendations and to comply fully with the European Directive 95/46/EC. For the purposes of supervising the lawfulness of the activities undertaken during the processing of personal data on the territory of Macedonia, a Directorate for Protection of Personal Data was established, as an independent state body, with features of a legal person.
Another law is the Law on Free Access to Information of Public Character
 that provides that any natural or legal entity is allowed to obtain information from State and municipal bodies, as well as from natural and legal entities performing public functions. The requests, which can be oral, written or electronic, must be responded within a period specified by law. The Law prescribes several legal exemptions provided for: classified and confidential information; personal data; tax violations; pending investigations; documents being compiled, in case their access causes misunderstanding; intellectual property protection. All these exemptions undergo a proportionality test balancing public interest against possible harm. 
The Law on Electronic Commerce
 regulates Information Society services related to electronic commerce and commercial communication along with the responsibilities of the providers of these services. It also enables electronic documents to be treated as official contracts and defines their legibility as paper documents. 

The Law on Electronic Communications
 aims to allow increased competition in the telecommunications industry, by setting the conditions to ensure quality services at affordable prices, while preventing monopoly tactics. It also regulates the use of the frequencies spectrum and encourages investment incentives, while providing regulatory instruments and procedures concerning security and data privacy. Pursuant to this Law, the Agency for Electronic Communications was established as an independent regulatory authority for electronic communications and commenced operations on 1 July 2005.

The Law on Public Procurement
 aims to increase transparency in tendering procedures, provide consistency with other legislation and strengthen the legal protection of bidders. This Law intends to place the national legislation on public procurement in compliance with the EU Directives on public procurement (2004/17/EC and 2004/18/EC), including their e-Procurement provisions. In this respect, the law regulates the use of electronic means at various stages of the procurement process (e-Noticing, e-Tendering, etc.) via the new Electronic System for Public Procurement (ESPP), which was put in operation in January 2010.

The Law on Interception of Communications
, regulates the conditions and the procedure for interception of communications, the way of proceeding, keeping and using the received information and data with the application of this Law and the control of the legality of the interception of communications. The person whose communication was intercepted has the right to challenge the authenticity of the data collected and the legality of the procedure of interception of their communications, in a procedure determined by the Law on Criminal Procedure.
In 2004 the Law on Classified Information
 was adopted, which regulates the issues of classification of information, conditions, criteria, measures and actions taken for their protection, rights, obligations and responsibilities of creators and users of classified information, the international exchanges and other matters relating to the use of classified information. Certain issues related to classified information are more precisely regulated by appropriate bylaws such as: the Regulation on Information Security and Classified Information, the Regulation on administrative security and classified information, the Regulation on security of persons users of classified information and the Regulation on physical security for the protection of classified information. Several Guidelines have been passed in 2011, such as: Guidelines for monitoring and management of incidents related to information security, Guidance on the manner to use, write, access and storage of records in database of the administrative services electronically, Guidelines for technical requirements, mode of operation and functioning of customer communication and recommendations for use of system interoperability, Guidelines for technical requirements for providing access to administrative services electronically and policies of the provider for used graphic and other portals of information system, guidelines for levels of confidentiality of information and levels of access to them and Guidelines for action on assessment and management of risk.

We should mention the ‘Recommendations for ICT Standards in the State Administration’
 which implementation suppose to increase efficiency and effectiveness of the work of the Public Administration; to strengthen inter/intra communication among national public bodies, citizens and foreign administrations and to improve provision of public services to citizens and other stakeholders. The implementation of these recommendations is determined that Macedonia should follow the guidelines set out in the European Interoperability Framework for pan-European e-government services
. In this regard, one of the recommendations that is relevant for Macedonia is a Recommendation No. 2, according to which in order any of the e-government services to be included in the pan-European level it is recommended while its creation to be taken into account principles of availability, many linguistic approach, security, privacy and interchangeability, the use of open standards, assessing the advantages of open source and use of multilateral solutions“. 
Besides regulation of the normative and institutional framework for the introduction of e-government and e-services in the country last decade in Macedonia has been made a significant step forward in the implementation of the e-government. In this regard the portal www.uslugi.gov.mk provides information to the citizens for the ministries and agencies, allowing easier access to services related to family, social protection, health, education, culture, travel abroad, administrative matters (such as citizenship, official records, passports, etc.), then services relating to environmental protection, justice, housing and utility activities, agriculture and others.
 The obligation for transparency work of the state administration is determined by the Law on organization and operations of the state administration bodies, which prescribes their responsibility to perform the activities upon the principles of legality, accountability, efficiency, effectiveness, transparency, equity and predictability. Also last few years more and more administrative services are functional moving them closer to customers such as: insight into the property list, e-Procurement system, 'e-Tax', e-books, e-school register, online application for employment in public administration, e-student booklet, application and logout of employment etc. In terms of better electronic information of the citizens Single Electronic Register of Legislation (ENER) has been set up, which represents electronic system that contains existing regulations in the country and includes draft laws from the ministries. Through the process of assessing the impact of regulation (Regulatory Impact Assessment - RIA) which implies the implementation of appropriate and timely coordinated public consultation on proposals by ENER, by submission of opinions and comments all engage stakeholders can be timely involved in creating regulations. Thus achieves greater predictability of the regulation and of course improving the transparency of the entire process. In this regard the European Commission concludes that in Macedonia steps have been taken to improve the legislative drafting process through RIA, but that it has not, however, been applied systematically. Public awareness of the citizens’ charter offering satisfaction surveys needs to be increased.
 

Regarding the functioning of e-government, the European Commission established 20 e-government services, according to which web accessibility and sophistication is measured and given a final snapshot of the state of web sophistication in the countries. They are 12 e-government services for citizens (income taxes, job search, social security benefits, personal documents, car registrations, building permits, reports to the police, public libraries, certificates, enrollment for higher education, announcement of change of residence and health related services) and 8 e-government services for companies (social contributions, corporate tax, VAT, registration of a new company, submitting data for Statistics, customs declarations, permits related to the environment and public procurement). In that aspect it is highlighted an enormous growing trend that has been achieved in absolute values for on-line sophistication of e-Government services in Macedonia for the period 2004-2007. The value of 7,89% was reached in April 2004, the value of 32,89% in April 2006 and the value of 50% in March 2007. In this period the linear growth rate of e-government services shows tendency as realized in other EU states.
 The evaluation of  Macedonia in 2008 was 48%, and for comparison the average European assessment for the same year is 76%.
  
In terms of sophistication, Macedonia achieved sophistication of 45 % in 2010, compared to 34 % in 2007. Achieving an average score of 45 %, places Macedonia at the bottom of the third level of sophistication or ‘two-way interaction’. Table 1 lists all 20 public services together with their online sophistication score as they have been measured for the period 2007-2010. The first 12 services measure the online sophistication for citizens’ services, and the remaining eight concern business services. The final overall score for the country is expressed in percentages (%), whereby 100 % means that all services have reached their highest level of sophistication.

Table 1: Annual Sophistication Results

	
	2007
	2008
	2009
	2010

	Income taxes 
	20%
	40%
	40%
	40%

	Job search 
	40%
	60%
	60%
	80%

	Social security benefits 
	25%
	30%
	30%
	35%

	Personal documents
	60%
	60%
	60%
	60%

	Car registration 
	40%
	40%
	40%
	40%

	Building permission 
	20%
	20%
	30%
	35%

	Declaration to the police 
	0%
	0%
	0%
	0%

	Public libraries 
	60%
	60%
	60%
	60%

	Certificates 
	40%
	40%
	40%
	40%

	Enrolment in higher

Education
	0%
	5%
	5%
	5%

	Announcement of moving 
	20%
	20%
	20%
	20%

	Health related services 
	0%
	0%
	0%
	0%

	Social contributions 
	60%
	60%
	60%
	60%

	Corporate tax 
	70%
	70%
	70%
	80%

	VAT 
	70%
	70%
	70%
	80%

	Registration of a new company
	40%
	40%
	40%
	50%

	Submission of data to

statistical offices
	0%
	0%
	0%
	20%

	Customs declaration 
	20%
	40%
	60%
	70%

	Environment-related permits
	30%
	30%
	40%
	50%

	Public procurement 
	60%
	60%
	70%
	80%


Source: K.Budinoski, V. Trajkovik, Incorporating Social Network Services in eGovernment Solutions: A Case Study European Journal of ePractice · www.epracticejournal.eu, Nº 16 · June/July 2012

The use of ICT in society is an indicator of general development trends of e-government. In this regard, for the use of ICT in households and businesses in Macedonia assessment can be done using data from the State Statistical Office. Thus, in the first quarter of 2009, 54.1% of households used a computer, which is 8.5% higher than the first quarter of 2008. In the same period, 41.8% of households had internet access at home, which is 12.4% higher than the first quarter of 2008. In the first quarter of 2011, 55.0% of the households had access to the Internet at home, which is 8.9% percentage points more in comparison with the same period in 2010. (See Graph 1) Of those who used the Internet in the last 12 months of 2011, 22.2% used e-government services, for obtaining information (18.2%), for downloading official forms (11.2%) from the public authorities’/administrations’ websites, and for sending filled in forms to the public authorities’/administrations’ websites (7.4%).

According to data in 2008 high percentage (93.5%) of business entities with ten or more employees used a computer and 83.4% had internet access. The computer and the Internet have used mostly in their work large enterprises (100% and 98%), and 92.3% and 81% of small business entities.


[image: image1.emf]0

10

20

30

40

50

60

70

2008 2009 2010 2011

Households that use 

computer

46 54.1 53.6 61.2

Households that use 

internet

29.5 41.8 46.1 55

Axis Title

HOUSEHOLDS THAT USED COMPUTER AT HOME AND INTERNET


Source: Statistical State Office 
5. Conclusions
The aim of the contemporary government instead of traditionally providing services through a single physical counter is to introduce efficient functioning virtual one stop shop, i.e. delivering of services according the principle any data, on any place and at any time. There is a need traditional services that are delivered from the public servants to be re-engineered in public services of the future as e-services.
Different elements that affect the level of development of e-government in a state have been highlighted. First, the existence of a legal framework which is the basis for its functioning as it is adoption of e-government strategy, adoption of various laws regarding electronic management, electronic signature, protection of personal data etc. But despite the existence of political will for introducing of e-government as a way of functioning of the administration and the existence of an appropriate legal framework for its implementation other elements are also necessary. For example, citizens' access to the Internet for obtaining electronic services of the government is a necessary condition for the functioning of e-government. Certainly, it is necessary to provide technical conditions, i.e. the use of ICT in operations of the administration. Another important element is the existence of 
an administrative culture that refers to upgrading administrative bodies at all levels in order to allow the establishment of two-way communication between users and administrative bodies, i.e. the existence of a functional transaction services. In this regard, it is noted that it is not enough to modify or create a good external appearance of public administration with the help of the web pages but it is necessary to allow proper education of the people, making modern administrative culture to be on proper level. This would increase their willingness to work in a flexible working environment and would ensure greater efficiency in the delivery of public services to the citizens.
 
Reform of the public administration has been on the agendas of most OECD member country governments well before the advent of the term “e-government”. But e-government is an important component of today’s reform agendas because it: serves as a tool for reform; renews interest in public management reform; highlights internal inconsistencies and underscores commitment to good governance objectives.
 In addition, to achieve a high level of development of e-government in some countries it is very important the overall public administration to function in a way that will ensure the efficiency, availability, accountability, transparency while performing the obligations. In order to function the e-government on those principles there is need to reform the public administration, to change the administrative culture of the administration staff and to improve a general technical culture (knowledge and using of computer techniques, using the internet etc..) of all citizens and companies as users of the services.
It is obvious that in the Republic of Macedonia, as a candidate country for accession in the European union, there is a political will and commitment for implementing the e-government. That can be seen in adopting appropriate legislation and strategies for enabling the e-services by the public administration. In this aspect, e-government shouldn’t be treated as aim by itself but only in direction of achieving more efficient and more effective public administration reform. In Macedonia, the establishment and functioning of the Ministry of Information Society and Administration, in which competence is implementation of public administration reform and providing conditions for the functioning of e-government these two issues are obviously put in correlation and at the same time they condition each other. In general we can say that e-government is successfully functioning in the country on a level of giving information for the competencies of the administrative bodies, legal acts that are adopting, working reports etc. Just a few years ago many people and companies did not have opportunity to get information regarding basic activities of the public authorities (their competencies, legal acts upon they work or acts they adopt, their administrative procedures, to submit forms online etc.). In this regard, it can be concluded that there was a significant progress made in Macedonia. Today, we can say that all the major public bodies in the country are available on the web pages and that the users can easily access information about their functioning. Another relevant issue is whether the public bodies fast and accurately update the information on their web pages. But the information on the e-service can not contribute to the change in the internal structure of the bodies, increasing their efficiency and acceleration and improvement in the delivering of services. In this aspect, the question is whether or not the necessary conditions are secured and whether transaction e-services are fully functioning, as interactive communication between the administrative bodies and customers in both directions. This in term to enable citizens for submission of official forms and applications, interactive inquires about the progress of their applications and administrative cases and direct communication with the public servant who is responsible for each individual case. Of course this includes authorities to be able to be in interactive contact with the citizens when additional information or documents are needed, which will speed up the administrative processes. To successfully achieve those goals in the future certain activities (in legislative and practical terms) should be taken to raise the administrative culture in the country on a higher level.
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Practical implications
Starting from the theoretical understanding of e-government and international standards in this field, the paper provides necessary information for the normative and institutional framework for e-government in the Republic of Macedonia. It offers answers for the important connection between the e-government and the successful implementation of public administration reform in contemporary conditions. In addition it emphasizes the need to take measures necessary for the successful implementation of e-government and transactional e-services in Macedonia, such as for example raising administrative culture to a higher level.
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